
 

 
 

 

SkillGate 

Prospectus 2019 

 

SkillGate is an enterprise level learning support system. 

 

This prospectus lists the products and services provided 

 

 

Scalable 

SkillGate supports enterprises from 5 to 150,000 users. With a modular product and service 

approach, you can build your system around your needs. 

 

One Stop Shop 

We aim to offer everything you will need from a learning support system; authoring tools; 

expert courses; effective administration systems; ways you can embrace third party 

expertise. 

 

Focused on Learning  

Most importantly, we want your people to learn well. We build and deliver thousands of 

courses using the latest technologies. We build our courses around what works best. 
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Example screenshots 
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Learning Management System 

 Plan, Deliver and Record 
 

Overview 

SkillGate Learning Management System (LMS) is an enterprise training planning, delivery and 

recording system. It acts as the base for an optional range of modular products that make up the full 

service. These products are described in detail below: 

BookaCourse  *  Infinity  *  Perform   * Coach!  *  Traffic Light  *  WhizzAuthor 

Here we list the main features of the SkillGate LMS only. 

• Customisable portal, look and feel and LMS set up 

• Groups and teams management 

• ‘Just in Time’ courses library with ‘search’ 

• Development planner 

• Real time report generator 

• Single Sign-On with automated HRIS feeds 
  

Benefits 
 

The system is reliable and fast. SkillGate’s LMS has serviced hundreds of the world’s largest 
companies for over 20 years. SkillGate offers a hosted service with maintenance and 
upgrades included as standard. 
  

Modular and scalable, the SkillGate system supports enterprises from 5 to 150,000 people.  
 

A one stop shop that offers all the learning products and delivery options you will need. 

Other Features 
   

• Bulk user import and history import 

• CPD manager with qualifications, and 

Badges options 

• URL, name and contacts customisation 

• Records and Reports (with search)  

• SkillCard – (records sharing option for 

contractors or customer service staff) 

• Certificate Storage including the ability to 

create customised Certificates 

• Event Calendar 

• XST – link SkillGate courses to any LMS  

• Send News to Group 

• Multiple course types supported (Coach, 

Briefings, SCORM courses, Blended Courses 

Face to Face, Webinars etc) 

• Three levels of service support backed by 

an online 24/7 ticketing system. 

• Multi Portal (create linked LMS system for 

your clients, contractors or customers) 

• News and Home page customisations 

• Homework Marking 

• Onboarding self-sign on with induction 

training programme. 
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Example screenshots 
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BookaCourse 

 Events Manager 
 

Overview 
SkillGate BookaCourse is an advanced face to face event management system that allows 

administrators to manage hundreds of delegates in multiple classroom types at the touch of a few 

buttons. 

It can be used stand alone or fully integrated with the SkillGate LMS, Performance Manager, Traffic 

Light and WhizzAuthor. 

• Delegate, line manager or administrator booking interfaces 

• Supports multiple face to face event types 

• 10 different authorisation processes as standard 

• Automated messaging for joining instructions, reminders, feedback etc. 

• ‘Cancellation’ and ‘No Show’ management and reporting 

• Feedback or Evaluation generator 

• Waiting List Management 

• Pre/post course training integration 

• Integrates with Microsoft Outlook for Calendar based booking and cancellations 

• Supports external course booking management 

Benefits 
Minimises time setting up and managing face to face courses 
  

Allows face to face training to be included alongside other training options in your LMS by 

integrating fully with SkillGate LMS, Performance Manager, Traffic Light and WhizzAuthor 
  

Enables the creation and management of blended courses 
  

Supports external courses as well as internal courses  

 

Other Features 
  

• Facilities management 

• Invitation and registration management 

• Auto or manual CPD points allocation 

• Multiple/group booking or invitation 

• Group specific library management 

• Supports external course registrations  

• External Course Booking facility 

• Cost centre reporting 

• Training needs recording 

• Certification on completion 

• Refresher synchronisation 

• Venue management 

• Real-time reporting 
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Example screenshots 
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Infinity 

 Courses Library and A.I. Delivered 
microlearning 

 

 

Overview 
SkillGate offers over 1,000 online tutorial programmes in areas including management, soft-skills 

and Office IT in our Infinity Library. The courses are supported by our A.I. Delivered microlearning 

system which automatically delivers tailored learning to individuals. There are also some 60 

certificated blended courses covering the most popular subjects. Some of our programmes are 

certificated by independent bodies. 

SkillGate also offers a range of courses in specialist subjects, and partners with third party vendors to 

create additional content libraries. 

 

• More detail on courses is available at: https://www.skillgate.com/index_au14.cfm 

• Courses may be edited 

• A.I.Dm supports the library by delivering short learning sessions (SkillBytes) to delegates via 

email prompts on subjects relevant to them. 

• Courses are responsive (mobile enabled) 

• Courses may include real time tutor intervention (including homework marking). 

• Courses can be used on any SCORM compliant LMS 

 

Benefits 
Having an extensive range of content makes it easy for delegates to find what they need from a 

single source.  It also minimises the cost for purchasers who cannot know everything that their 

delegates will want to learn. 

As a training provider (not simply a software provider) we focus on developing content delivery 

methods that work.  

With A.I.Dm we find ‘take up’ of online training is far higher than any traditional online learning 

approaches.  

 
 

 

 

 

https://www.skillgate.com/index_au14.cfm
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Example screenshots 
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Traffic Light 

 Compliance Training Manager 
 

Overview 
Traffic Light is a unique tool that delivers the right mandatory training courses - to the right Users - 

at the right time. 

It advises managers about delegate progress giving each manager either a Green or a Red light 

corresponding to their team’s performance. 

A red light indicates non-compliance and a simple cascade report identifies the offending User(s) and 

the programme(s) involved. 

 

• User dashboard, coupled with automatic email prompting, advises Users of mandatory 

courses requiring completion 

• Simple administration dashboard shows whole organisation or divisional compliance status 

• Different courses can be delivered to different users based on job codes 

• Courses can be delivered to delegate time lines rather than in bulk (e.g. when they join the 

company or change job roles) 

• Refreshers and updates are built in as standard 

• Reporting allows line managers to view their direct reports in a transparent cascade 

• Create mandatory training plans  

 

Benefits 
With this system, mandatory training compliance ratios typically exceed 95% with minimal input 

from administrators or compliance officers. 

Administration is minimised. 

By supporting multiple training formats companies can ensure all types of training can be used in 

compliance training environments. 

 

Other Features 

• Individual exemptions can be set against rules 

• ‘Valid until’ system manages refresher re-registrations automatically 

• Automated delegate reminders and warnings 

• Synchronisation systems monitor anomalies 

• Snapshots allow administrators to save and monitor enterprise compliance status 

• Historical data import 

• Auto selects courses required for delegates based on HRIS update imports 
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Example screenshots 
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Perform 

 Annual Appraisal and Performance 
Management 

 

 

Overview 
SkillGate Performance Manager is designed to support organisational staff development activity. 

It supports the formal annual appraisal process by supporting sequenced form completion (e.g. 

delegate, manager, moderator) and informal performance management through 1 to 1 discussion 

recording. 

It has an integrated Objectives and Actions system. This helps participants turn performance 

management into a year-round activity. 

• Appraisal form editor with sequenced form delivery to appraisee and appraiser 

• Dashboards for Users, Team Managers and Administrators 

• Access to current and archived forms 

• Include objectives, actions, training courses and targets  

• Report generator with real time access to all, or selected, form data 

• Automated email prompting with links to current forms sent on fixed or relative dates. 

 

Benefits 
Standardised performance management approach for the organisation and the option to 

integrate formal Annual Development with informal discussion and actions 

 

Maximise performance review completion rates 

 

Link real training solutions via training plans to Performance Management 

 

Seamless integration with other training and development systems. 

 

Other Features 

• Dynamic Appraisal Form generator with 

large number of standard formats 

• Reporting by groups (departments, 

divisions etc) 

• Performance and/or Competency Scoring 

• Secure record keeping 

• Three way reviewing 

 

• Score Moderation 

• Reminder messaging 

• Training needs analysis 

• Full forms in PDF format for printing 

• 360 degree feedback 

• Competency Analysis & Reporting 

 

 



SkillGate Ltd     Page 14 of 40 
 

Example screenshots 
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Coach! 

 Observation, Coaching and Mentoring 
 

 

Overview 
Used for mentoring, coaching and/or observations, Coach! offers organisations a simple way to 

record one-on-one training interventions. 

The coach type programme allows a coach to be nominated (either from a search process or 

automatically) and then automated messaging requires the coach to provide relevant information to 

the system e.g. accept the coaching assignment; specify when and if a meeting has been 

undertaken; award a skill score or comment on the delegate’s progress. 

• Option for delegate to ‘search and find’ a relevant coach 

• Allows delegate to specify the requested objectives of the coaching session 

• Asks coach for appropriate information, comments or skill score 

• Reports on delegate progress; ‘matched’; ‘in progress’; ‘completed’ etc. 

• Integrates with the My Plan, Traffic Light, Performance Manager systems 

Benefits 
In most organisations, 80% of training is informal. Coach! allows enterprises to formalise some of 

this type of training and make it reportable. Coach! software has a range of applications, the most 

commonly used are: 

Observation: a formal confirmation that a User has been seen by a specified person. 

e.g. in the care industry a formal observation by a trained observer is used as part of a 

competencies award for care workers. 

e.g. in onboarding programmes, new staff are required to meet certain senior staff, Coach! is 

used to ensure meetings have taken place. 

Coaching: used where an informal training session needs to be recorded (and scored). 

e.g. training in the physical aspects of how to use a piece of equipment. 

Mentoring: used to search and find relevant mentors within an organisation. These informal 

arrangements can last many months. Coach! allows administrators to monitor and evaluate 

their effectiveness. 

Other Features 

• Coaches and mentors can add skills profiles  

• Intelligent searching 

• Automated prompting 

• Assessment and skills scoring 
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Example screenshots 
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WhizzAuthor 

 Create Publish Manage 
 

 

Overview 
SkillGate WhizzAuthor is our online and blended training course authoring system. It allows authors 

to create, publish and manage courses in real-time. 

WhizzAuthor supports a wide range of programme types; from 5 minute ‘click through and test’; to 

6-month blended face to face / online courses; to induction, coach or observation programmes. It 

then delivers continuity by reporting on them all in the same way. 

Programmes allow authors to integrate almost any type of learning ‘object’ so they can include 

courses or other ‘objects’ created elsewhere seamlessly. 

 

1. ‘Quick’ and ‘Advanced’ authoring lets subject matter experts create courses - fast 

2. WYSIWYG training page creation supports common audio and video formats, interaction, 

tests, etc 

3. Supports multiple programme formats including; online tutorials; blended courses; daily 

lessons; face to face; coach; and dynamic assessments  

4. Publish to any SCORM compliant LMS 

5. Supports scenarios, gamification and multiformat quiz bank tests 

6. Integrated survey software with Intelligence reporting 

 

Benefits 

• Enables multiple Authors per course 

• Automates reminders and instruction 

messaging 

• Manage and report on delegates in real-

time 

• Indudes an integrated SCORM Cloud for 

third party content 

• Analyse detailed delegate progress data 

and quiz results  

• Manage media via the Asset Library 

(including drag and drop upload) 

• Mark delegate practical and assignment 

‘homework’ 

• Archive old courses 

• Auto re-register delegates to any 

programme at any stage for refresher, 

remedial, or advanced training 

• Integrity checker, audit and testing 

• Set Pre-requisites 

• Award CPD points 

• Initialise programmes with design and ROI 

management system 

• Deliver Certificates at alternative points 

• Implant Tips as pop-ups 
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1. Introduction 
SkillGate is offered as a hosted web-based platform on a ‘software as a service’ basis. The 

platform has been developed in line with client requirements over a period of many years and 

since July 2018 is in its version 9 iteration. The information provided in this document relates 

to version 9 configurations and specification. 

 

The software and all products are configurable in many ways by site controllers and further 

customisation is available from SkillGate upon specification and quote. 

 

2. Technical Data Specifications 

 2.1 Client 
As a web-based product, the only system requirement of users is a modern browser and 

internet access e.g. Internet Explorer v10+ or equivalent.  

The SkillGate LMS and content is fully responsive, adaptable to a wide range of screen 

sizes and devices (including mobile phones and tablets).  

The SkillGate mobile app, available on Android and Apple platforms enables users to 

access training on-the-go without the need to login every time they access. 

There are no specific bandwidth requirements for SkillGate products. MPG4 is used for 

Video outputs. Audio facility is recommended for some products. 

Note: Other third-party products added to the SkillGate platform may have other 

requirements.  

 2.2 Server 
The typical server environment that supports the product is detailed as follows: 
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2.3 Standard System Set Up  
 

 

A standard system configuration would have a WWW Portal Page for delegate access 

from the internet. This would lead, via a password check, to a customised Home Page in 

the LMS. Products available would depend on the products selected.  

If Infinity is used, A.I.Delivered (A.I.Dm) microlearning would communicate to the 

system Users via email and lead them to ‘Headlines’ on the Portal Page via email 

‘teasers’. 

Other products will communicate via email that will link to a password controlled 

Programme Access page.



 2.4 Responsiveness  
SkillGate tries to ensure all User, Manager and Master level interfaces and course 

interfaces are fully responsive and designed to work effectively on pcs, tablets and 

phones. There are some legacy issues with older courses not being fully responsive. 

They are being systematically replaced. 

Most Administration level interfaces are not designed to be responsive and, in fact, 

apart from the ticketing service, are disabled on mobile devices.

 2.5 Accessibility  
SkillGate’s courses are highly interactive for best learning effect. As a result, they are 

expensive and difficult to match against accessibility standards. In order to offer the 

best possible alternative, SkillGate provides a text level User interface to current 

courses lists on request for selected users. The Access Now option takes Users to a text-

based version of each course that is easily magnified or subjected to common Screen 

Reader technology.  

This approach does not allow for on-screen delegate testing in the standard way, but 

SkillGate will link programmes to Coach! free of charge as the standard method of 

individual assessment by tutor that can be linked to the course. 

 

 



SkillGate Ltd     Page 23 of 40 
 

3. Scalability and Configuration 

3.1 Scalability 
SkillGate offers three levels of LMS system and organisations can move between them 

as they require, subject to set-up, configuration and specification. 

Standard LMS – secure, robust and used by hundreds of organisations, this level offers 

the best value for money against configurable options (as described above). 

Site LMS – used for larger LMSs with typically more than 2,000 Users that want to use a 

single LMS configuration but may have substantial divisions or departments that might 

want their own managed LMSs.  Customised security (e.g. VPN) can also be configured 

for Site LMSs. 



Multi-Portal LMS – used where Site Controllers need to be able to fully configure 

multiple LMS systems. (e.g. where a SkillGate client wants to offer their own clients 

individual LMS systems). 

 3.2 Access Control   
       Each User of the system has one access status which controls the features they can view.  

• Site Controller – full access all areas 

• LMS Controller – full access to ‘enabled’ LMS functions and products  

• Group Master – access to group functions and personal details of Users in the 

group including reports 

• Manager – access to Team functions and all personal details of Users in the 

Team  

• User – access to personal options only. 

 3.3 Permissions   
In addition to Access Control, individuals can have specific permissions. Site and LMS     

controllers can set permissions. These cover a wide range of options including; 

• making Users ‘Authors’ and/or Editors of other features 

• allocating homework ‘markers’ 

• selecting Users who can create learning paths 

• adding news to home pages 

• enabling bulk import/export 

• access to specific reports, Intelligence, ADR dashboard etc 
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3.4 Set Up  
Site Controllers have access to the settings they can change via the Set Up option in the 

navigation bar. It will allow LMS controllers to; 

1. set Library options (including custom entries) 

2. set standard look and feel controls (e.g. logos) 

3. set permissions for Users 

4. request and or purchase User licences 

5. write Work Order tickets to SkillGate 

6. and either configure, or request, set up of other products and services  

 

3.5 Configuration 

The system allows Site and LMS controllers to configure the following as standard:

• LMS URL and name 

• LMS ‘look and feel’: banners, colours, logos, backgrounds, font and font size, 

etc. within the v9 template format (other formats are available on 

specification) 

• Tutorial content ‘look and feel’; banners, colours, font and font size 

• LMS homepage presentation (e.g. start with News, Current Registrations, 

My Plan or Mandatory courses) 

• Site email address for administrator, programme tutor and compliance tutor 

• Homepage News 

• Homepage contact details.  

 

 3.6 Language and Languages  
SkillGate employs a language file system that allows Site Controllers to change the 

language for each phrase on the User system (e.g. ‘click here to proceed’). It does not 

cover the course content itself which has to be created in distinct courses. Language files 

are not available for the administration systems. 

Language files are used; 

where specific words have specific meaning in organisations (e.g. ‘Continuous 

Professional Development (CPD)’ in some industries becomes ‘Continuing 

Competency (CC)’ in others) 

for foreign languages. To date SkillGate has produced LMS systems in Spanish, 

Dutch and Hungarian with content translations in various other languages 

including Polish.

 3.7 Portal Pages  
Portals are the gateways to the LMS. They are available to Users before they submit 

their password access details which then opens their Homepage. Portal pages can 

include all types of information as specified by the LMS Controller, including News, as 

written by the Site Controller or Headlines.

 3.8 Triggers  
Triggers allow email messages to be sent to selected Users on a manual or scheduled 

basis to trigger actions (e.g. prompt line managers about compliance status of non-

compliant Users).
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 3.9 Messaging  
       Set email default messages (e.g. User registration email, Classroom cancellation email).

3.10 XST  
Cross Site Trainer (XST) allows courses created and managed on a SkillGate LMS to be 

made available on any other third party LMS.  

XST Courses use SCORM protocols. XST allows any courses created on SkillGate to be 

loaded to any third party LMS in exactly the same way as any other SCORM course. The 

difference is that the author controls and manages the programme from their original 

LMS. 

 

4. Reports 
 

4.1 Real Time, Manual and Scheduled 

The SkillGate platform offers many types of up to the moment reports on all delegate 

activity.  

Most reports can be viewed in HTML on screen and downloaded in CSV format for 

manipulation in an Excel type spreadsheet.  

Some can be scheduled for delivery by email. 

 

4.2 Exemptions  

All Users are included in reports by default, but LMS Controllers can request exemptions for 

individual Users. (e.g. third-party trainers, demonstrators, LMS controllers who want to 

review, but not appear, on reports).  

4.3 Types of Report 
There are many reports but the 6 most important (depending on products employed) are: 

 

1. Activity Reports  

Detailed, saveable, customisable and downloadable management reports, which deliver 

all the training activity data (start dates, end dates, scores, awards etc) collected by your 

system in easily managed HTML or CSV spreadsheet format. 

 

2. Traffic Light Reports  

Traffic Light offers a series of report formats: 

 

• 'Administrator Dashboard' is a compiled summary of the compliance status of 

an organisation, or group, listed by mandatory programme. 

• 'Cascade' reports to managers by highlighting Teams and Users who have, or 

have not, completed their mandatory training.  

• Other reports provide detailed information on compliance by programme or job 

role.  
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3. Classroom Reports  

These reports show attendance records (including cancellation and 'no show' 

information) for webinars, face-to-face workshops or conference-based training courses.  

 

4. Annual Development Review ADR (Perform) 

ADR reports allow administrators to create saveable report formats and download in 

CSV format all objectives, actions, targets, training needs, reviews and ratings data 

included on the system. 

 

5. CPD Reports  

Formal CPD reports are available to Users, line managers and LMS Controllers. CPD 

points are collected automatically on completion of programmes on the SkillGate system 

and can be added manually by users for other types of training. They provide a 

permanent record of learning and they are a quick way to create reports for professional 

bodies or measure activity for Badges. 

 

6. Intelligence Reports  

Data collected via the survey software on interactive programmes can be classed as 

'intelligence'. (e.g. information about last eye tests in the DSE programme, or course 

feedback).

 

5. Version Control & Updates 

5.1 System News & Updates for Controllers  
SkillGate LMS Controllers, and Whizz Authors have their own Newsletter which links Users to 

Headline folios for reference. This regularly provides news, access to new courses for review, 

content updates, technical improvements and new system developments. 

 

Technical development and Content development news can also be accessed via Set Up.  


5.2 Content Update Policy  
SkillGate has detailed policy guidelines available for clients (especially where it relates to 

compliance courses). A summary of our policy is: 

 

• All SkillGate generic compliance courses are reviewed and automatically updated 

twice a year. Full details of all changes are posted on the news updates systems. 

 

• Where these courses have been copied and then edited by clients, they are not 

automatically updated by SkillGate. 

 

• In the event that new/replacement compliance courses are created clients will be 

advised in the normal way. 

 

• Other (non-compliance) courses are subject to a continuous round of improvement. 

Minor changes (including look and feel) will be upgraded automatically. 

 

• New courses will automatically replace old courses in libraries. Old courses are moved 

to ‘archive’ and completions will still appear in records and reports if selected. 
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• New courses will not automatically replace old courses in project or curriculum-based 

programmes. It is up to the course tutor to decide if and how to upgrade these 

courses. 

 

5.3 Software Update Policy  
The full system is divided into User interfaces and Controller interfaces. 

 

User interfaces are version controlled. We normally offer support only to the current 

and previous versions. (e.g. While some of our clients are on version 8, the current 

version is version 9). User system updates are made only with administrators’ 

permission. New versions are advised periodically and controlled by site level switches. 

 

Controller interfaces are continuously updated. Changes tend to be minor and 

incremental (major changes are ‘switch’ based).  Controllers are advised of all changes 

by account managers, and news releases. Permission to update is not typically 

requested. 

 

Bug fixes and operating improvements that are invisible to users are updated on a 

continuous basis.

 

6. Service  

6.1 Service Level Agreement 
SkillGate offers system service support as detailed in the Standard Service Level Agreement. 

Full details are available on request. In summary, service is offered at three levels: 

Bronze  - Level 1. This is the basic level and covers system maintenance and errors; 

essential training for administrators; and assisting administrators adding and 

removing users from the system. 

Silver - Level 2. As per Bronze plus full-service support for administrators via 

telephone and Work Order System (WOS). 

Gold - Level 3. As per Silver plus telephone-based help service for Users. 

6.2 Work Order System and Ticketing  
SkillGate maintains an online Work Order System (WOS) for jobs requested by Controllers 

and Users.  Activity and history on the WOS are available to LMS Controllers on the internet 

via a direct link from the Set Up. All new jobs are divided into: 

Coding - specific new coding is required. 

Technical Service - access to the servers is required to complete this work. e.g data 

manipulation or investigating anomalies that require access to the database. 

Production - training content creation 

Service - any administration work that can be completed on LMSs without direct 

access to the databases or code e.g. archive/reinstate users, group registrations, 

some types of bulk data uploads, group management. 
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Service jobs that are expected to take less than 10 minutes are not normally logged. 

All other completion order and timeframes are subject to the details laid down in 

the Service Level Agreement. 

6.3 Service Issue Resolution  
SkillGate will acknowledge requests for service by allocating a priority on the work order 

system as follows [and will endeavour to resolve the issue within the following 

timescales]: 

Critical: Production system down rendering the software unusable and resulting in a 

critical impact on the operation system. No immediate remedy available. Issue requires 

resolution as soon as possible. [Immediately] 

Severe: Major function or component of the Software is unusable/degraded. No 

immediate remedy is available, but the User is able to continue some work. [Within 2 

business days] 

Medium: Loss of a function or component that does not seriously impair the operation 

or schedules of the system. Any problem originally reported as Critical or Severe but 

that has been temporarily fixed will be reduced to Medium severity. [As advised] 

Low: All other issues. [As advised] 

Notice of Resolution of any problem will be advised to the LMS Controller via the WOS. 

In all instances the LMS Controller is required to test that the resolution is satisfactory.  

Any fault, problem or call will automatically be deemed to have been satisfactorily closed 

unless the LMS Controller provides further instructions within 5 days of receiving the 

notice of resolution.  

 

7. Data Synchronisation, Matching & Updating 
An important dimension of an active LMS is that User details correspond with records held by the 

client’s HR Information System (HRIS). In practice there are several established ways of doing this. 

These can be used together or in part depending on the required level of coordination. 

In general, these approaches fall into four elements: 

1. User data matching 

2. Single Sign-On 

3. Import Export Feeds 

4. Onboarding, Long Term Absence, Archiving 

The purpose of matching is to ensure ‘live’ personnel data held on your HRIS system is 

available for use by LMS functions, and any data created on the LMS is transferred back 

to your HRIS as needed. 

SkillGate has a well-established, automated Import/export reconciliation system based 

on daily batch file transfer to/from your HRIS.  The system can be set up to reconcile 

any fields but typically handles; movers/leavers/Long Term Absent (LTA), contact 

details, job role, department and reporting line manager. 

To match records accurately a unique reference field is required for each user. SkillGate 

systems can use email address or payroll number. 
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 7.1 Add User  
Add User is an option designed for systems without self-registration, HRIS feed or SSO set 

up. 

It is normally made available via permissions to one or more LMS Controllers but can be 

provided to all Managers. 

The Add User feature will automatically request all the information required to set up a new 

User depending on the products in use. 

7.2 Self-Registration  
Self-Registration from a Portal page can be enabled with a secure word control. New Users 

will be directed to the Add User feature to complete all the fields required by the system 

and may also be auto-registered onto an induction or onboarding programme. 

 7.3 Importing Data 
Delegate data can be imported directly into the SkillGate system using two similar methods; 

both of which require a CSV formatted file.  The CSV fields required will vary depending on 

functionality that the LMS Controller is using but are typically: 

Column A = FirstName 

Column B = Surname 

Column C = Email 

Column D = Payroll 

Column E = Department 

Column F = Division 

Column G = Job Title 

Column H = Main Group 

Column I = Sub Group 

Column J = Manager Payroll 

 Importing data ‘Manual/Occasional’  
User data can be uploaded at any time via the Bulk Upload feature from a prepared CSV file.  

An LMS controller with ‘permission’ can upload and process the file. The system 

automatically looks for all data inconsistencies such as duplicate email addresses or payroll 

details, or manager information missing and will advise accordingly. 

• New Users may be added 

• Existing Users may have their details updated – moving department etc. 

• Users may be ‘archived’ if they exist in the LMS but are missing from the data feed 

• Users may be ‘unarchived’ if they are put back on system via the data feed. 

Once this process is completed the LMS structure will match the structure of the data exactly. 

 Importing Data ‘Scheduled’ 
For an automated feed, LMS Controller is provided with access to a unique secure FTP 

account to upload the CSV file to. The automated process is scheduled to run between 4 and 

6am each morning.  As with the manual feed, if there are any issues the file will not be 

processed, advice will be sent by email, and manual intervention will be required at the 

earliest opportunity or at the next scheduled run. 
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7.4 Exporting Data 
Through the “Activity Reports” function a Controller can create an export report. It may 

include a date range, the data selected and the address of a secure FTP URL (for automated 

scheduled delivery).  The report settings can be saved for future use. The system will 

generate the report real time or as per schedule and post the file to the client’s chosen URL 

for retrieval. 

Transfers are done via a secure FTP. This approach has worked with many organisations 

using several different HRIS systems for many years. It offers a robust but flexible approach 

with appropriate level of sensitivity and reporting.  

Exporting data ‘Manual/Occasional’  
The administrator can log into the system and, following the links into Activity Reports, can 

select the type of report required, then specify both the date range and the data that is 

needed in the final CSV.  The report settings can be saved for future use and either an HTML 

or CSV report is generated.

Exporting Data ‘Scheduled’  
The same steps are taken for the automated report but at the end of the process is the 

option of how often the report is to be generated and where it will be stored for the HRIS to 

recover when required.  Options to generate and save the CSV are as follows: 

1. Generate as a unique URL for simple web access 

2. Store on the SkillGate SFTP server for retrieval 

3. Transfer to the customers own SFTP server. 

Standard Data fields available for export include: 

 

7.5 Exporting Other Data 
There is a range of CSV report options for other products, e.g. Perform and Intelligence, that 

work on a similar create report and download in CSV format. At present they are available in 

manual download format only.

 

8. Login and Single Sign-On Options 

 8.1 Standard Login  
Each LMS has a unique URL. e.g. www.yourlms.skillgate.com 
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Each SkillGate programme also has a unique URL. SkillGate will provide the links depending on 

the products purchased. 

Simple logon requires the delegates to access the unique URL provided (either to a site or 

programme) and login with Username and Password.

8.2 Forgotten password  
On all pages that require a login, delegates will find a ‘Forgotten your Password?’ option. 

Users with a valid email address will be sent their password by email. 

Users without a valid email address may be asked other questions to prove their identity.

 8.3 Single Sign-On (SAML)  
SkillGate Single Sign-On (SSO) enables a user to access SkillGate from an external network 

without having to re-enter their login credentials. 

SkillGate offers a standard SAML (Security Assertion Mark-up Language) front end interface 

that can be configured to work with a standard SAML compliant hosting solution including 

Microsoft Active Directory.  The interface settings and keys will need to be agreed between 

the service provider and the identity provider. 

8.4 SSO Alternatives  
This option requires an alternative unique id to be passed from the Client and includes an 

encryption method agreed between our two systems. 

The encryption means that that the individual’s unique identifier would not be recognisable 

in the URL link. This option requires liaison with your IT team to agree and set up an 

encryption algorithm and make sure both our systems can encrypt/decrypt the link 

successfully. 

We would recommend using AES-256, however we can work with you to set up alternative 

encryption methods such as: Blowfish, Twofish, RC2, ARC4, DES, 3DES, PBES1, PBES2. 

 

An example process (User Perspective): 
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8.5 Public Access  
It is possible to provide third parties with access to individual programmes in a password-

controlled way. This can be used to support clients, for onboarding, or for contractors etc. 

and with the eCommerce option, to sell courses.

8.6 eCommerce  
For public access courses SkillGate offers an ecommerce option with payment collection and 

order management and reporting.

9. Security & Resilience 

 9.1 Security Level Choices  
In general, we can identify a series of risks: 

• Separation between users 

• Identity and Authentication 

• External interface protection  

• Data storage and resilience 

• Personnel Security  

• Data in transit 

• Secure Development 

• Service administration 

In simple terms there are a series of actions SkillGate takes to minimise these risks, and a 

series of choices the LMS Controllers can make to decide what level of risk they will support. 

In making a choice, LMS Controllers make a trade-off between cost, convenience and 

security. 

SkillGate suggests 3 security levels (see below). LMS Controllers are requested to specify 

which levels they wish to work to at the start of their contract. They may change their 

preference during the contract with instructions to SkillGate. 

LEVEL 1:  

This is the entry level service. Simple surname/password and system build within SkillGate’s 

virtual database means it is quick and easy to set up and register delegates on all 

programmes. As the system uses the virtual database, it can automatically access all 

programmes as soon as they are created or updated. Users do not have to worry about 

complicated password requirements. 

However, passwords may be easier to crack, and passwords are not encrypted on the 

system. As User details are held on the same virtual server, separation between users could 

be a consideration.  

We suggest this level should be used where companies anticipate using the system for 

generic training (unclassified, not protectively marked) of groups of staff on an occasional 

basis. 

The addition of advanced password protection features can include, password complexity, 

two factor authentication, password expiry, unique usernames, password encryption. 

The advantage of this is that it minimises the risk of password theft. The disadvantage is that 

it makes access more complicated for the User. 
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We suggest this level where organisations are bulk loading all staff onto the system and 

there is a risk delegates will use the same password as their other systems.  

LEVEL 2: Site LMS  

Company data is kept on a single database minimising the risk of cross user contamination. 

However, this approach means that sites cost more to set up, and more to maintain, 

especially where the site is extensively accessing generic content from the SkillGate virtual 

server environment. 

LEVEL 3  

We recommend level 3 where companies anticipate adding a lot of their own, business 

sensitive confidential content on the system.

As Per Level 2 but with IP controlled access. Sometimes referred to as a virtual private 

network, this allows us to ‘ring fence’ a site so that it can only be viewed by users accessing 

from nominated IP addresses (e.g. your current company intranet). 

The downside of this approach is that it restricts access. (e.g. for a delegate wishing to study 

at home). 

 Service Continuity  
SkillGate identifies three main service continuity risks. This document summarises our policies 

and procedures in this regard. 

1. Development risk 

This is the risk that a software developer creates a piece of code that is either faulty, 

or faulty when applied to a specific environment. SkillGate Change Management 

policies to minimise this are available on request. 

 

2. Server Failure Risk 

Full back up and restore procedures are in place. 

 

System Intrusion Risk  

Periodic penetration risk testing is completed. All staff and SkillGate contractors with 

access to the system are required to sign standard non-disclosure terms and 

conditions. We manage a password-controlled authorisation hierarchy for staff to 

the various levels of access the data. 

 9.2 Data Storage & Failsafe  
To ensure maximum security and reliability SkillGate maintains its servers on a custom 

platform with specialist hosting company Everycity Ltd. Everycity servers are held in Slough, 

UK and there is a backup datacentre at Telehouse North 2 – London. 

With Everycity we maintain a comprehensive failsafe setup in our Data Centre. The following 

have been implemented to ensure resilience. 

•  The DC has redundant power feeds to our racks, which are delivered from different 

power supplies. We have redundant transit from multiple providers for internet 

connectivity to our switches. The switches are clustered for high availability. 

•  Each hypervisor has two PSUs taking separate feeds from those redundant power 

feeds. 
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•  Each hypervisor is connected to two network switches so in the event of a switch 

failure the hypervisor still functions. 

•  Each hypervisor has RAID storage so a disk can fail and be replaced without service 

interruption. 

•  All data is backed up daily and daily backups are stored at our Telehouse north DC for 

up to 14 days. Production servers are stored in Equinix LD10. Equnix LD10 is one of 

Europe’s biggest DCs for the financial sector. Equinix London is also host to the UK's 

leading content and digital media providers in addition to the UK's top five web portals 

and top five social networks.  

9.3 Firewall  
The dedicated Firewall is monitored around the clock 365 days a year. 

Relentless Intrusion Detection (RID) employs cloud-powered technology to automatically 

identify behaviour patterns that are missed by most traditional stand-alone network security 

products, with possible threats subjected to round-the-clock expert analysis. 

RID sits at a critical location in our network, affording unparalleled visibility and enabling us 

to accurately identify and prioritise security incidents based on a complete picture that 

simply can’t be matched by off-the-shelf software. 

The product not only provides defence against immediate threats – it regularly scans internal 

and external networks, to determine where there may be vulnerabilities. Real-time systems 

and processes are tested quarterly to maintain compliance, the results being acceptable as 

proof by acquiring banks or Qualified Security Assessors. 

  9.4 Vulnerability Scans & Penetration Testing  
The SkillGate software is periodically 'penetration' tested for SQL injection, cross site 

scripting and other vulnerabilities. We do not publish the results of our Penetration tests. 

Vulnerability testing includes: 

• Automatic scheduled bi-weekly scans 

• Database of over 32,000 vulnerabilities 

• Detects over 2,000 devices and operating systems 

• Detects over 4,500 services and applications 

 9.5 Back Ups  
All data and websites and applications are backed up every 24 hours for 7 days and 

thereafter every week. Backups are maintained in a geographically remote hosting centre. 

Regular restore testing is undertaken. 

 9.6 Data in Transit  
This refers to protecting the data during the period where it is collected from the client and 

delivered to the client’s SkillGate system (incoming) or from the SkillGate server and 

delivered to the client (outgoing). This means protecting by files being created, received, 

opened, sent or saved on SkillGate computers or servers. 

Incoming: Our aim is to protect client data such as staff information (including email 

addresses) and the product information that we receive, by ensuring efficient file 

management. We advise all such information, if delivered electronically, is delivered in 
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password secured zip files (or equivalent). All paper-based communication relating to 

production or employee data is shredded. 

Outgoing: Standard procedure requires all staff to consider whether password 

protection is required in files transferred. Password should not be included in the same 

message as the protected file. 

SkillGate offers the secure https: SHA-2 protocol on all sites. Emails generated on the system 

are not encrypted. 

Data at Rest: SkillGate does not normally encrypt data at rest apart from passwords. 

  

9.7 Disaster Recovery  
SkillGate has confidential emergency contingency plans in place for: 

• Catastrophic Server failure. Estimated time to restore 3 days. 

• Database or data loss. Estimated time to restore 24 hours. 

• Head Office systems non availability. Estimated service interruption 2 hours. 

   

10. Confidentiality and Data Protection  

   
SkillGate is registered with the Data Protection Registrar no: Z5976646 

We are ISO 27001 accredited. 

The LMS Controller is the Data Controller for all data created by the group unless another 

individual is specified. SkillGate takes instruction as the Data Processor. 

We have a policy of ensuring all staff complete an Information Security training programme 

every year. 

Full details are available in our Standard Data Protection Policy document. 

 

11. Working with Third Parties  
SkillGate systems support a range of ways for LMS systems to incorporate third parties; 

1. Upload or link to most external learning object formats and add them to your 

custom library or programmes. 

2. Import SCORM 1.2 compliant courses and host them on our servers. Using SCORM 

protocols all SkillGate reports will automatically include User progress and score 

details for these courses. 

3. Access (subject to contract) existing third party content already hosted by SkillGate. 

4. Your preferred professional trainers can use the WhizzAuthor system to create new 

programmes for you and, once complete, release them to your site and manage the 

delegates without having access to your full site (we call these ‘Experts’). 

5. Your nominated external specialists can manage your site with specific 

administration control subject to your agreement (we call these ‘Sponsors’).  
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12. Product Set Up and Testing Procedures  
For features outside the permission level of LMS controllers described above, SkillGate’s Set Up 

and Test procedures are as follows: 

 

1. LMS Controller signs off on products required and configuration options with the 

SkillGate Account Manager in the Work Order System. 

2. These options are enabled on the system and simultaneously tested according to 

SkillGate testing templates. 

3. Notes and evidence of testing are available on request. 

4. Client sign off will be based on client acceptance testing on the live LMS. 

This procedure is repeated for full system set up. A typical implementation schedule: 

  

 

13. Getting Help  
 

13.1 Help Files  
A full product based searchable help system is available for Users via the navigation bar. 

Where relevant these include; videos, text files and technical information. 

A range of paper based (.pdf) manuals are available on request. 

13.2 Training  
A portfolio of 20-minute ‘hands on’ webinars is provided for Authors and LMS Controllers. 

Online training courses are available for Authors and LMS Controllers. 
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13.3 Glossary 

The following words have specific definitions on 
the SkillGate LMS environment: 
Academy10  
The default name of one of SkillGate's LMS environments.  

Archived  
Archived programmes are normally old programmes. Activity 
will appear in Records and Reports, but courses are no longer 
available for registration.  

Asset Library  
The proper name for what is commonly called the Media 
Library. The asset library can include documents and other links 
as well as media links such as videos and images.  

Assignment  
A type of programme normally added to SkillBuilder 
programmes that require a delegate to create a text return that 
is marked by a tutor.  

Author  
The primary author/administrator of a programme. Instructions 
are sent to delegates from the Author. The Author may select 
other Tutors to assist in editing and marking.  

Certificate  
An award added to a programme and delivered to a delegate 
normally at the end of a programme. There are various 
Certificate options.  

Coach  
A type of programme that allows coach to 'sign off' or 
otherwise comment on or score a delegate's ability to do a task.  

Faculty  
Faculties group courses together by relevance in a Library. Sub 
Faculties are available for very large numbers of courses.  

Gate  
A delegate control at the end of a 'session' of study. Gates can 
have a wide range of characteristics.  

Instructions  
Instructions are delivered to delegates via email according to 
the time line set down for each 'session' in a 'programme'.  

Intelligence  
Information gathered through the survey software when it is 
used on a programme. It is available in the Intelligence Report.  

Interactions  
A content object type that requires the delegate to 'interact' to 
reveal the content. There are various types of interaction, 
concertina; slide and reveal, image map etc.  

Lesson Object  
One of the many inserts that can be made to a session page to 
add variety and interest to the online learning process. e.g. 
Interactions, Tests, Scenarios, Surveys.  

Library  
A group of courses. Libraries allow administrators to manage 
large numbers of courses. Libraries of courses are divided into 
faculties by relevance (very large numbers of courses can also 
be put in sub-faculties).  

Manage  
Functions made available to an Author in the Quick Author that 
allow them to view delegate activity on their course.  

Marking  
The act of scoring delegate assignments and practicals by using 
the Manage function 

Master  
A User who can view the reports for a Group. A master may or 
may not be a member of the group.  

Media Library  
The pop-up function that allows authors to upload and manage 
assets (e.g. videos, images) that they want to use on their 
programmes.  
 

Mentor  
A 'user' who has selected to be a mentor on the mentor system.  

Portal  
An online gateway to an LMS. A portal normally has branded 
graphics and a password entry box. Typically, it will also include 
Headlines or news options.  

Practical  
A free text type of session learning object that is sent to the tutor 
for marking or comment.  

Pre-requisites  
Programme(s), completion of which is required before a delegate 
can register on a new programme.  

Privilege  
A hierarchy of features available to different type levels of staff.  

Programme  
WhizzAuthor courses are called programmes. A programme 
contains a sequence of sessions with learning objects, a time line 
of instructions, and a series of gates. Programmes can be linked 
either sequentially, conditionally or grouped to create advanced 
customised learning programmes. 

Publish  
The act of adding a SkillGate programme to a SkillGate LMS.  

Quick Author  
SkillGate's simple WhizzAuthor software with the essential but 
limited functionality. Advanced Author has full functionality.  

QuizBank  
Two or more banks of questions that merge to create a single quiz 
under conditions specified by the author.  

Released - Unreleased  
Released programmes are available for use. Edit features on the 
Author are disabled to prevent accidental or informal changes.  

Resume  
Resume acts like a bookmark allowing delegates to break and 
return to tests where they left off.  

Scenario  
A type of online test.  

SCORM  
A type of course created by third party authoring software that 
can be added to SkillGate systems. OR the protocol used by XST 
that allows SkillGate courses to be viewed on third party LMSs.  

Session  
Part of a programme that includes learning objects, instructions 
and a gate.  

SkillBytes  
Short daily lessons sent in sequence via email that link to further 
study.  

Tips  
Popup text available with scenario questions that may help a 
delegate answer the question. They are created via Workbooks.  

Traffic Light  
SkillGate's compliance training management system.  

Tutor  
Users authorised to edit a programme.  

Tutorial  
A type of programme. Tutorials are normally designed as a single 
learning activity, say 5-30 minutes long with some sort of test at 
the end.  

User  
Any individual who accesses any SkillGate system using a 
Username and Password.  

Workbooks  
Multi-page text 'book' that can be inserted into a session or pages 
used as 'tips' on scenarios.  
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.  

Appendix 1. Service level: 
 

Typical administration activity per support level: 

 Bronze Silver Gold 

Bulk Add User registration   
Error Resolution   

Merging Duplicate User Data   
Re-instatement of Users   

Removal of Users   

Assigning Group Masters   
Privilege & Permissions Management   

Group Management    
Portal Page Editing   

Library Management   
Editing User details    

Monitoring of email rejects   
Managing Triggers/Reminder Schedule   

Re-setting Users on eProgrammes   
User telephone/e-mail help desk   



Change to editorials   


Distribution of monthly reports   


General Communications with Users   


Usage monitoring   


Custom help files   


Write/Send “News”    


 

 

Please see the SkillGate Standard Service Level Agreement for full details. 
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